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OFFICE OF THE DIRECTOR

Action Memorandum No. _31%

Date 1% Novembher 1963

Chief{, Counter Inteiligence 3Staff

VIA Deputy Director/ Tlans

SUBJECT : Review of Agency l'se of Uryptonyn:s

REFERENCE:

Z O~ Q>

i. Ibeiieve the time is appropriate to take 3 new look at
certain aggaecis of our uwse of cryptonyras in cable traffic., Cur com«
mmunications and physical security have tightened considerably since
the iast review. These points, in particular, shoild be considered:

3. Do we overuse <ryptonyms where there is no longer &
valid securily reason for doing so” LZven thouyh the use of crypionyms
somstirces simplifies the drafiing of cables for oificers farmiliar with
a fixed set 01 crypitonyms, they generally mahe their reading much
slower, especially by senior officers who cannot be familiar with all
the eryptonyma. 1 would like io know where we must uae cryplonyms
for security reasons and whare we can gliminate cryptonyms with no
sacrifice of security. [ recognize there will be certain grey areas.

b. I is my understandiag thal 8 great many cryplonyins
now in use have been compromised at least once and should be changed
or dropped,

<. & good many of our cryptonyms designating other Coverna

ment agencies or their components have connoisions which could offend
individuals from these agencies 17 inad. erienily aecen. CODENVY and

gre just two examples., Althsugh cryptoayms should necer be
seen or heurd except by Agency personuel, the fact of the matier is that
they not inirequently are, Therefore, cryptonyms desigaating UV, 5,
Covermment agencies or iriendly services should have po impiied
MEeANIDg.
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. Ve should also consider the fact that Agency cables with
cryptoayr:s go to /' géncy compenents wheire they are handled by peraonnel
who are not visciplined in cryptonym procedure,

2. Please let me have by 2 December your recommendations fov
reviewing our cryptoaym procedurg; I would like your opinion on what

specific corrections and changes should be made balore any actual wark
is begun,

(signed) Lyman B. Kirkpatrick

Lyman B, “irkpatrick
Executive Director

¢cc: rector of Torununications

i DOAS
Director of jecurity
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